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Background



MY COMPANY’S PROBLEM

Multiple content sources

Multiple outputs for each source

Additional outputs desired

No content management system available
My skills were in working with Microsoft Word



Doc-to-Help (a.k.a. D2H)
* Work in Word
» Generate all outputs:

The Solution: — In-product help (CHM file)
Doc-To-HeIp — Website (HTML files)

— Downloadable (PDFs)
» Easy to work with




Word Best Practices



WORD HEADING STYLES

» Used for: * Avoid headings with no text
— Page breaks « Use a “fake” heading
— Table of contents — Same look and feel
— Related topics / navigation — Not referenced by D2H

 Limited to Headings 1-5 during output generation




D2H FORMAT OPTIONS
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Reviews
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* And more.
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COLLAPSIBLE SECTIONS

B STEALTHINTERCEPT USER GUIDE V5.2 © 0 &

and click Save, all Authenficafion Slobal Pre Fifters options require configuration before they can
Search be enabled,

Enable all of the AD Global Pre Filters aptions as well as the Exclude Logins from
hdachine Accounts option inthe Authenfication Slobal Pre Fifters section.

When activated, the S Agent(s) filters out the event data according to configuration defined in
- the filters json file located inthe installation directory of the Enterprise Manager.

D Event Filtering Configuration

Event Filtering Configuration =

AD Global Pre Fiters
Exclude "Moise’ Events
Successful AD User Logins

AD User Logins with Bad Password
AD Computer Logins

¢
(
(
(
(
(
(
(

Low Level Attributes
Exclude AD DNS Events

The 'Help’icon (?) opens a window which explains the type of "noise” events being filtered.

Authentication Global Pre Fitters
Exclude Logins from Machine Accourts  configure

[ ] Exclude Authertication Events from  selected hosts

[] Exclude Authentication Eventsfrom  selected accounts

Cancel

hiare:

Chapter 2: Navigation & Configuration of the 51 Admin Console




BULLETED LISTS & TABLES

Bulleted Lists Tables
« Bullets do not always « Keep It simple
render correctly + Do NOT merge cells
* Wingding Arrow (») » Use cell format options

became a Greek letter (P)

« Create a test project to find
your bullets




TABLES: FROM WORD TO

F}(ception definitions that can be customized havethe followingdefault valuesfor the customizable

parameters:
2

Analysis Task
Large Groups

Customizable Parameter Name

@LARGE_THRESHOLD

Default value

& group object wit
rmermkbers or more

Deeply Nested
Groups

@MESTING_THRESHOLD

& group ohject nested 1
levelor deeper within
another group object

Stale Users

@STALE_THRESHOLD

A userabjectthat has
beeninactivefor 60 days
or more

@IMCLUDE_DISABLED

& userobjectthat has
been disabled

@IMCLUDE_EXPIRED

A userobjectthat has
expired

Stale Membership

@5TALE_THRESHOLD

& group with 10% of its
effectivemembers are
stale users

Large Token

@TOKEN_THRESHOLD

A userobject with
effective membershipin
morethan 10 group
ohjects

Admin Historical
SID

#ADMIM_GROUPS

Dormain
Admins
Enterprise
Admins
Schema
Admins

List of administrative
groups

WEBSITE

Solution . STEALTHAUDIT M

ANAGEMENT PLATFORM USER
GUIDE V8.2

Exception definitions that can be customized have the following default values for the
Search customizable parameters:

Large (Groups

ustomizahle Parameter
Name
@LARGE THEESHOLD

Default Value

A group object with
10 members or more

Deeply Nested
Groups

@WESTING THRESHOLD

L group obiect
nested 1 level or
deeper withm another
group object

Stale Users

@STALE THRESHOLD

A uzer object that has
been inactive for 60
days or more

@ITCLUDE_DISABLED

A user object that has
been disabled

@INCLUDE_EXPIRED

A user object that has
expired

Stale
Membership

@ETALE THRESHOLD

A group with 10% of
its effective members
are stale users

Large Token

@TOKEN_THEESHCLD

Luser object with
effective membership
1 more than 10 group
objects

Admin
Historical SID

#ADMIN_GROTPS

— Dotnain
Admins

—  Enterprise

Adming

—  Schema
Admins

List of administrative
groups

See the Customize Analysis Parameters forthe 3-AD_Exceptions Job section for instructions to
modify pararmeters. See AD Exception Types Translated section for an explanation of Exception

Types.

hiore:

.Active Directory Inventory Solution

Customize Analysis Parameters for the 3-AD_Exceptions Job

-




Create Doc-To-Help
Project from One
Document



FINAL PREPARATIONS FOR NEW D2H PROJECT

[ ] [ ] B EHS O35 s ARG RsIaserside d o
IS tI [S N avl a.tl on pane i -
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Navigation / - x &
Search document P~

4 Chapter 1: StealthINTERCEPT Overview
4 U ing StealthINTERCEPT C.

exactly as you expect? e —

b Software Components
Analytics

- b Policies & Policy Templates
. Database Components ~
4 Solution Overview
StealthINTERCEPT for Active Directory

®
StealthINTERCEPT for Enterprise Password Enforcement.
StealthINTERCEPT for Exchange

StealthINTERCEPT for File System

L] ]
StealthINTERCEPT for LDAP
. a e e a I n S a I e Getting Started with StealthINTERCEPT
4 Chapter 2: Navigation & Configuration of the SI Admin Console

Export Palicies and Templates Window o
Import Window

ST System Alerting Window

b Email Tab

 Remove existing Table of | . m

Add Sl Users
Modify ST User Assigned Rights
Delete SI User

Event Database Configuration Window
Database Maintenance Window

Archive Data

Configure Database Maintenance .
Schedule Database Maintenance by

SI Admin Console

Collection Manager Window

P List of Collections Window

N

S

S

~

b Dynamic Collections

.
Expand Group Option for Perpetrators & Objects Collecti... U Se r G U I d e
Preconfigured Collections

Fusent Filtarina Canfinnratinn Windm

GE 1 OF 259




CREATE A NEW PROJECT

Open
Save
Save A5
Frint
Share
Export

Close

Account

Options

Doc-To-Help

Doc-To-Help

Getting Started

Open Project

Open Project

New Project

New Project

Open Sample Project

Start with blank Word file

Navigate to:
— File
« Doc-To-Help
— Open/Create
» New Project

New Project Wizard opens



NAME YOUR PROJECT

* Project File Name

Name Your Project

e Choose location

|stealthiNTERCEPT]

* My Doc-To-Help Projects

IC:'I,Users'l,rn:nl:-in'l,Dn:ncuments'l,M';.f Doc-Ta-Help Projects) SkealthINTERCEPT |

fo I d e r I S d efau It | O C atl O n Dioc-To-Help will create a project directary For wowu, To specify a different one, click the Browse
buktan,

+ Team Authoring is an e OO )
option:
— File Repository
— Web Repository
— Team Foundation Server




NEW PROJECT WIZARD

ew Project Wizard

Select the Default Source Style Sets

ew Project Wizard

Select the Default Language

=mplate o

English {United States) -

Thiis

Default Language Source Template  Default Target

 Language you « Template of * Most complex
work In original Word file  target




IMPORT DOCUMENT WIZARD

Starting Content
« Existing Word
 New Word

New Project Wizard E I

How Would You Like to Start Creating Content?

Choose how you would like ko start, and Doc-To-Help will create initial Files in the Format of wour
choice, import existing Files, or leave the project empty.

 Microsoft Word
Project will include a new Microsoft Word document,

¥ Import existing files

Import existing wWord files into this project. Animport wizard will appear after the project is
created.

< Back | et = I Canicel

Document Location

* File Repository
« SharePoint

Document Import Wizard E I

Choose Document Location

! ' Local
! Import documents stored on your computer or the network,

£ sharePaink®
(St Irport documents stored in a SharePaint Library.

= Back | et = I Canicel

Select Files
* Navigate to file

« Can import

multiple files

Select Files or Folders to Import

Doc-Ta-Help will import all files and Falders added below.,

----- = sI_adminConsolelserGuide, docx

&dd fileds)... |
Add folder... |
Remowve |

% Copy files kot Cocurnents |

" Leave files at their original lacation

< Back | Import I Cancel




FIRST PROJECT
Three Ribbons in Word

R
HORE IMSERT DESIGN PAGE LAYOUT REFEREMCES FALILIMGE ]

TwCenMTCe- 36 - A A Aa- A = i=-'--

B I U -abex, x [0~ -

+ i
b + A~ -
ant \ Faragraph

"
¥ Format Painter

Navigation ¥ X " Doc-To-Help Project
- = Documents
Search document 2 -

22 v N 0RQ=
HEADINGS PaGES RESULTS i@ SI_AdminConsolelserGuide. docx

Doc-To-Help Target Project

* Word-based « Target-based * Project-based
formats & features & features &
features properties properties



HORE IMNSERT DESIGM PAGE LAYOUT REFEREMCES FARILIMGE REWIE WIEMY DEVELORER Doc-Tao-Help Target

me® o I AN B EEHEEEHE B B M@
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Navigation

Documents STEALTHbits Template.dotx SharePoint®@ Documents

L

Dac-To-Help Project M

|Search document

Documents

HEADINGS PAGES

RESULTS
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4 Chapter 1t StealthINTERCEPT Owerview
4 |nderstanding StealthINTERCEPT Cormponents

I Software Components
Analytics
I Palicies & Policy Templates

Database Components

4 Solution Owerview

StealthIMTERCEPT for Active Directory
StealthINTERCEPT for Enterprise Password Enforcement
StealthIMTERCEPRT for Exchange
StealthINTERCEPT for File System
StealthIMTERCEPT for LDAP

Getting Started with StealthINTERCEPT

4 Chapter 2: Mavigation & Configuration of the 5L Admin Console

Export Policies and Ternplates Window
Irmport Window
51 Systern lerting Window
I Email Tab
Event Log Tab
I SIEM Tab
Users and Roles Window
Add 5l Users
tadify 5L User Assigned Rights
Delete SIUser
Event Database Configuration Window
Database Maintenance Window
Archive Data
Configure Database Maintenance
Schedule Database Maintenance
Database Partitioning Window
Collection hManager Window
I List of Callections Windaw
- Dynamic Collections

Expand Group Option for Perpetrators & Objects Collecti..

28 = x|
SI_AdminConsoleUserGuide, docx

Projeck Settings

A=t General

Location:

Title: ISteaIthINTERCEPT

A=t Documents

Default C35: ICIH_Source_FuII.css

Defaulk template: ISTEP.LTHbits Template.dotx

Documnent Folder(s): IDDcuments

A=F Oukput options

Il Keep outline numbers v Adjust left indent

v Keep page breaks " Plain text pOpUpS

URL mode: IAscii only

Truncate file name length: |54

'On Page' text: Ion page

™ Is modular hub project
A=t Conkext IDs

[T Generate context IDs automnatically

1D offset: i}

@ Close help

-

Dynamic Help

9@IQ ME|L
PDF Guide

You are here: Features > M: Your Project

= Project Properfies and Setfings > Seffing

Project Properties

INTERCEPT

Setting Project
Properties

The Project Settings dialog is used
to set the universal properties for
the entire project, regardless of
target.

P HOW TO SET PROJECT
PROPERTIES

o

Ok I Cancel

4

|Ih Documents

ﬂ Contents

@ Index and Groups
V\ Variables

512 Related Topics

SI Admin Console
User Guide




PROJECT SETTINGS

Project Settings

« Affect all outputs
2 FEH| &

— * Source template
| | — Translates styles from Word

Cocuments

Setting Project

Hﬁ Properties ° PrOV|de grar]UIar ContrOI

‘eep page breaks ™" Plain
LRL mode: ts The Proj Settings dialog is used

Truncats file name length: 5.4 3 to set the un
the entire project, regardle
-:-n page g

target.

P HOW TO SET PROJECT
PROPERTIES




NetHelp TARGET PROPERTIES

* Only affect selected target output
style & format
NetHelp Specific: Caption displays at the top of the output

Help Targets

@ Add Mew Target ~ 3 Remove Target

- Eclipse Help
& EPLEB

1 Help 2.0
? HTML Help

@ M5 Help Yiewer
Q MetHelp

@ Close help

(N

~=F Basic
Mame: INetHeIp
Base name: I
Skyle sheet: ICIH_NetHeIp_FuII.css j
Template: ISTEALTHbits Template, dokx j
Therme: [ STEALTHBts BrowmBlack |
Attributes: I(none) j
Folder: INetHeIp _I
Comments
[BUse cornrnents: INone j
A=+ Advanced
Caption: ISteaIthINTERCEPT User Guids|
Color reduckion: IKeep original color Format j
Image Format: IPNG if transFormed j
Graphics scaling: IScaIe in build j
r Graphics scale with fonks
Default File: Iindex.html
Default extension: I .hkm j

Search stop list:

| | Dynamic Help

PDF Guide

You are here: Feafures > Targetz » Edifing Target Setffings

Editing Target Settings

Using the Help Targets dialog, you can apply all
kinds of settings to a target that you have created
(see About Targets and Creating and Deleting
Targets). This includes renaming the target to
reflect the nature of your project, setting attributes

(choosing the conditions to include or exclude from
the output), and much more. The settings that are
available are different for each output type.

» HOW TO EDIT TARGET SETTINGS
P NOTE

OF I Cancel

[»

24

Contro




NetHelp TARGET PROPERTIES: THEME

« Theme manages the
skin of the output

Subtopic 2

term

« Several available e
pre-configured
themes

Item 2 in Section 1

e (Can be customized
with ThemeRoller




BUILD THE TARGET OUTPUT

Two Options:

B H S & 757t s

HOkAE IMNZERT DEEIGM PAGE LAYOUT REFEREMCES: %] o BUiId
@ Cancel Build =
¢ @ EQ \ @) view poF = — Incorporates text changes only

Active  Target Build Rebuild |Wiew D _ _ Build Target
Target = Properties - - o7 Publish to sharePoint | 0p Theme -

— Takes less time

* Rebuild

— All modifications included
— Takes longer

MetHelp 5TE

Navigation v % Doc-T

Search docurnent Folp)

AD p
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PAGE LAYOUT

2| [3] [4]
23 4

REFEREMCES FARILIMGE REWIE WIEMY DEVELORER

SR viag ® ¢

Body Link Inline Keyword Group LinkTag  Topic  Conditional Yariable
Text Text Properties Text

Doc-To-Help Targe Froject Robin Stefani -

[E] Multimedia @ j t]
= ABC ABC
2 HTML Help Contral

Margin  Image Add  Sort
Mate = Map Editar U1 Cross-reference - Terms

Collapsible Section
Clear Formatting

i Apply Style -

Topic Headings

Navigation

Search document

HEADINGS PAGES RESULTS
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I Software Components
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I Paolicies & Paolic

Database Comp

ollapsible Section

Header: Status Bar

D2HRL Styles

Dac-To-Help Project

Documents

LRV =X

@ 5I_AdminConsolelserGuide, docx

Dynamic Help

—Text
4 Solution Cwerview:

StealthIMTERCE
StealthIMTERCE
StealthIMTERCE
StealthIMTERCE
StealthIMTERCE
Getting Started wit

The Status Bar is located in the lower-left cormer of the ST Admin Consale, ;I

!
It displays the ‘Current User’ account logged into StealthINTERCEPT.

—Options
" Expanded

4 Chapter 2: Mavigatior
Export Policies anc

Import Window & Collapsed

5l Systermn Slerting
I Email Tab
Event Log Tab

@ Close help

4]

QmE|ls
PDF Guide

You are here: Festures = Documents,
Tempilatee, and Content > Navigation

Links > Expanding/Collapsing Section

Creating
ExpandinngoIIapsin

[ o ]

9.
ol

A

I SIEM Tab
Users and Roles Window
Add 5l Users
tadify 5L User Assigned Rights
Delete SIUser
Event Database Configuration Window
Database Maintenance Window
Archive Data
Configure Database Maintenance
Schedule Database Maintenance
Database Partitioning Window
Collection hManager Window
I List of Callections Windaw
- Dynamic Collections

Expand Group Option for Perpetratars & Obje..

__ﬁ Documents

__Ll Contents

ﬂ Index and Groups
¢ Variables

jg Related Topics

Links Glossary
1 3

excluded, which require configuration before
being enabled. These options are configuredin
the Event Filtering Configuration window,
Managesthelog retentionfor Stealthi NTERCEPT
file monitoring and blocking policies in a global
setting. The retention {in days)is setin the File
Monitor Settings window,

Opentheinternal help documentation
Opensthe StealthINTERCEPT License hManager
window where Customer, License, and Licensed
Modules are displayed

Opensthe StealthINTERCEPT &dministration
Console window where the 5l version, copyright,
and the STEALTHhits website link are displayed

File Monitor Settings

Administration Console Help
License Manager

Ahout StealthlNTERCEPT
Administration Console

Robin Stefani
[2H set as collapsible

The Status Baris located in the lower-left corner of the Sl Admin Consale,

e

et Ui SHERWOO D sy

It displays the ‘Current User’ account logged into StealthINTERCEPT,

Export Policies and Templates Window

TheExport Policies and Tem plates window is for configuring what will be exportedtothe XML file, If
openedthroughthe Menu’sTools = Bxport.. option, then everything will be exported. If opened viathe
keyboard shaorteut (Alt+X) while within the Policies or Templates interfaces, it exports only what is
within the selection. To export only a single policy or template, usethe Policies node right-click menu ar




APPLY COLLAPSIBLE SECTIONS

S| Admin Console User Guide

STEALTHINTERCEPT USER GUIDE V5.2

Search Steslth NTERCEFT User Guides / 51 Admin Cansele User Guide | Chapier 2: Navigation & Configurstion of the SI Admin Consale
I
Chapter 1: StealthiINTERCEPT
- Overview
[ J Chapter 2: Navigation & Chapter 2: Navigation & Configuration Of The SI Admin Console
Configuration of the SI Admin
Console The StealthINTERCEPT (I} Administration Console is used to create and configure policies and policy templates, configure analytics, deploy and manage SI Agents, import

and export I palicies and policy templates, and configure alerts. Policies cantrol the real-time event monitering/blocking of files and directories, users, groups, Active

Chapler 3 Policy Center Directory objects, and Microsoft Exchange objects. These policies enable S to detect and report changes as well as send notification when changes oceur.

[ [
- This chapter provides an introduction to the primary components of the S| Admin Console, and it explains the console configuration options. The 51 Admin Console is
Chapter 4: Policy & Template comprised of the following components
Configuration

Chapter 5: Event Filters

Chapter 6: Policy Templates

 Fake heading used in word

Reports

Chapter 8: StealthINTERCEPT
Analytics Guide

Chapter 9: LDAP Operations
Center

Status |Bu r|

Chapter 10: Troubleshooting
within the SI Admin Console

The Status Baris located inthe lower-left corner of the 51 Admin Consale,

Chapter 11: Best Practices for = Menu
StealthiNTERCEPT Users > Policy Center
> LDAP Operations Center
= Status Bar

—
e
g———

There are also right-click commands available within different sections of the Palicy Center.
See Chapter 9 for information the LDAP Operations Center.

It displays the ‘Current User' account logged into StealthiNTERCEPT,

If at any time, the S| Admin Console user interface or windows do not display completely, see Chapter 10 for information.

ollapsil

Dynamic Help b4

—Text —~ 2®|Q @

The Status Bar is located in the lower-left corner of the ST Admin Consolz, ;I -
PDF Guide 1

It displays the "Current User” account logged into StealthINTERCEPT.

You are here: Festures > Documentds,

Templates, and Content > Mavigafion

* First row in selection =
Collapsed section heading

_I Links » Expanding/Collapsing Section
-

'f"“””s » Creating

Expande: N .

@ Collpsed Expg_ndmgf(:ollapsm -
4] |

@ Close help. 0K I Caneel |/

4
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See Chapter 3 forinformationthe LDAP

If at anytirme, the Sl Admin Console use
10 for infarmation.

feon Key




RELATED TOPICS

Always provide the

next logical step.

Doc-To-Help Project

Related Topics
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SteallINTERCEPT User Guides

The StealthINTERCEPT® (S1) consoles each have their own user guide.

stInstallation & Upgrade User Guide

This guide is intended to provide information on the installation of StealthNTERCEPT and! explain the deployment of the 51 Agents. It also includes the information needed to upgrade StealthiNTERCEPT companents to the latest wersion. Click here to

clownload a FOF of this guide.

1 Admin Console User Guide

This guide is intended to provide StealthINTERCEPT Users with everythingthey needto use the SI Admin Comsale, which is the user interface for adhministering the StealtINTERCEPT saftware. Manage SI users, S Agarnts, and create and manage all polices
thraugh this cansale, Click here to dawnload a PDF of this guide.

S Reporting Console User Guide

This guide is intended to provide StealthINTERCEFT users with everything they need to use the 1 Reporting Consale, which is the User interface for generating and viewing reports for the active policies configured inthe 8 Admin Console. Generate,
manage, and export all reports through this console. click here to download 2 POF of this guide:

STEAITHbits Active Directory App for QRadar User Guide
This guide deseribes how to integrate STEALTHRILS StealthINTERCEPT with IBM® QRadar® with the STEALTHRts Active Directary pp for QRadar, Click here ta download a PDF of this guide,

NOTE: There is also a STEALTHbits File Activity Monitor App for QRadar which can be integrated with either StealthINTERCEPT or the STEAUTHbits Activity Monitor. See the STEALTHbits File Ackivity Monitor App for QRadar User Guidefor additional information.

STEAITHbits Active Directory App for Splunk User Guide
This guide deseribes how to integrate STEALTHAILS StealthNTERCEPT with Splunk® with the STEALTHBIts Active Directory App for splunk, Click here to download a PDF of this guide,

STEAITHbits Threat Hunting App for Splunk User Guide
This guide describes how to integrate STEALTHAILS StealthINTERCEPT with Splunk® with the STEALTHbIts Threat Hunting App far Splunk. Click here to download a PDF of this guide

NOTE: There s alsa a STEALTHits File Activity Monitor App for Splunk which can be integrated with either StealthINTERCEPT or the STEALTHAits Activity Monitor, Seethe STEALTHbIES File Activity Monitor App for Splunk User Guide for additional infarmation,
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Chapter 1: StealthINTERCEPT Overview

StealthINTERCEPT safeguards an organization from internal threats by acting like a
firewall around the critical systems and applications: Active Directory®, Exchange®, and
File Systems. StealthINTERCEPT generates security intelligence by actively monitoring
user behavior and alerting on suspicious activities. By intercepting all critical activities at
the source, StealthINTERCEPT provides an additional layer of visibility and security over
all of the business assets.

StealthINTERCEPT provides inspection, alerting, and policy enforcement, closing back
doors and providing administrators and auditors detailed records of every change, access,
and authentication activity. It is the ultimate security enhancement for those seeking to
both protect sensitive assets and eliminate downtime from careless error.

StealthINTERCEPT protects business critical systems and sensitive data from threats such
as Malware and Ransomware. When a suspicious pattern of activity is identified an
appropriate alert is issued along with immediate remediation; the compromised user
account is blocked from further authentications as well as being blocked from accessing
files. Protect » Detect > Alert > Remediate.

Organizations looking to tighten their security and compliance posture, automate
administration, reduce helpdesk traffic, and proactively prevent unauthorized changes
can finally obtain the functionality they have needed for years but could never previously
achieve due to limitations in native Windows® logging and security controls.

StealthINTERCEPT seamlessly integrates with SIEM, sending rich and context laden data in
real-time, removing the need for native logs. By sending SIEM reliable and insightful
data, an organization will realize the true potential of the investment while securing its
business critical systems and data.

‘With a FIPS 104-2 compliant architecture, StealthINTERCEPT has been built specifically for
the modern securitv landscape,
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StealthINTERCEPT Overview

StealthINTERCEPT safeguards an organization from internal threats by acting like a
firewall around the critical systems and applications: Active Di

g
user behavior and alerting on suspicious activities. By intercepting all critical activities at
the source, StealthINTERCEPT provides an additional layer of visibility and security over
all of the business assets.

StealthINTERCEPT provides inspection, alerting, and policy enforcement, closing back
doors and providing administrators and auditors detailed records of every change, access,
and authentication activity. Itis the ultimate security enhancement for those seeking to
both protect sensitive assets and eliminate downtime from careless error.

StealthINTERCEPT protects business critical systems and sensitive data from threats such
as Malware and Ransomware. When a suspicious pattern of activity s identified an
appropriate alert is issued along with immediate remediation; the compromised user
account is blocked from further authentications as well as being blocked from accessing
files. Protect > Detect > Alert > Remediate.

Organizations looking to tighten their security and compliance posture, automate
administration, reduce helpdesk traffic, and proactively prevent unauthorized changes
can finally obtain the functionality they have needed for years but could never previously
achieve due to limitations in native Windows® logging and security controls.

StealthINTERCEPT seamlessly integrates with SIEM, sending rich and context laden data in
real-time, removing the need for native logs. By sending SIEM reliable and insightful
data, an organization will realize the true potential of the investment while securing its
business critical systems and data.

‘With a FIPS 104-2 compliant architecture, StealthINTERCEPT has been built specifically for
the modern securitv landscape.
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StealthINTERCEPT User Guide

The StealthINTERCEPT® (51) consales each have their own user guide,

Sl Installation & Upgrade User Guide
This guide is intendedto provide information on theinstallation of StealthiNTERCEPT and explain
the deployment of the Sl &gents. It also includes the information needed to upgrade
StealthINTERCEPT componentstothe latest version, Click here to download a PDF of this guide.

$1 Admin Console User Guide
This guide is intendedto provide StealthINTERCEPT users with everythingthey needtousethe i
AdminConsole, which is the userinterfacefor administeringthe StealthiNTERCEPT software,
Manage S| users, 51 &gents, and create and manage all polices throughthis console, Click hereto
download a PDF of this guide.

Sl Installation & Upgrade User Guide

The 5 instaliation & Upgrade User Guide consists of the following chapters:

S| Admin Console User Guide

The 5f Admin Console User Guide consists of thefollowing chapters:
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StealthINTERCEPT User Guides

The StealthINTERCEPT® (SI) consoles each have their own user guide.

Sl Installation & Upgrade User Guide
This guide is intended to provide information on the installation of StealthINTERCEPT and explain the deployment of the SI Agents. It also includes
the information needed to upgrade StealthINTERCEPT components to the latest version. Click here to download a PDF of this guide.

S1 Admin Console User Guide
This guide is intended to provide StealthINTERCEPT users with everything they need to use the S| Admin Console, which is the user interface for
administering the StealthINTERCEPT software. Manage S| users, S| Agents, and create and manage all polices through this consele. Click here to
download a POF of this guide.

SI Reporting Console User Guide
This guide is intended to provide StealthINTERCEPT users with everything they need to use the SI Reporting Console, which is the user interface for
generating and viewing reports for the active policies configured in the S| Admin Console. Generate, manage, and export all reports through this
console. Click here to download a PDF of this guide.

STEALTHbits Active Directory App for QRadar User Guide
This guide describes how to integrate STEALTHbits StealthINTERCEPT with IBM*® QRadar® with the STEALTHbits Active Directory App for QRadar.
Click here to download a PDF of this guide.

NOTE: There is also a STEALTHbits File Activity Monitor App for QRadar which can be integrated with either StealthINTERCEPT or the STEALTHbits
Activity Monitor. See the STEALTHbits File Activity Monitor App for QRadar User Guide for additional information.

STEALTHbits Active Directory App for Splunk User Guide
This guide describes how to integrate STEALTHbits StealthINTERCEPT with Splunk® with the STEALTHbits Active Directory App for Splunk. Click here
‘to download a PDF of this guide.

STEALTHbits Threat Hunting App for Splunk User Guide
This guide describes how to integrate STEALTHDbits StealthINTERCEPT with Splunk® with the STEALTHbits Threat Hunting App for Splunk. Click here
‘to download a PDF of this guide.

NOTE: There is also a STEALTHbits File Activity Monitor App for Splunk which can be integrated with either StealthINTERCEPT or the STEALTHbits
Activity Monitor. See the STEALTHbits File Activity Monitor App for Splunk User Guide for additional information.

More:
Sl Installation & Upgrade User Guide
51 Admin Console User Guide
S| Reporting Console User Guide
STEALTHbits Active Directory App for QRadar User Guide
STEALTHbits Active Directory App for Splunk User Guide

STEALTHbits Threat Hunting App for Splunk User Guide
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